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e Android (Root{tim>K): ndk-gdb

JFE

// on Android
# setenforce O
# ./gdbserver tcp:9090 --attach [pid]

TIPS:

1. arm320 47 —LH%
< T. gdbserver®

32bithR{E > fe AH

// on PC

$ adb forward tcp:9090 tcp:9090
$ gdb

(gdb) set architecture arm

(gdb) target remote :9090

symbolh 00— K &
ns

2. breakpoint% % & i
ICset arm force-

mode [thumbl|arm]|
auto]
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* iOS (Arfkim>): lldb
// on iOS
# /Developer/usr/bin/debugserver 0.0.0.0:9090 -a [pid]

// on PC

$ iproxy 9090 9090
$ lldb

(lldb) platform select remote-ios
(lldb) process connect connect://localhost:9090

TIPS:
1. iproxyZfE>TIR—KT7 A T—F 1 >0 9% EUSBH Siphonelc BH S

HE# : debugserver - iPhone Development Wiki (http://iphonedevwiki.net/index.php/Debugserver)

XA TR DTTETRME
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# sh wait.sh 'your.package.name'

// wait.sh, pseudo code
while true
do
PID="pgrep $1°
if [ -z $PID ]; then
echo "wait..."
else
$GDB_PATH tcp:9090 --attach $PID
break
fi
done
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e Android (Root{t i)

1.
2.
3.

4.

7 7V ZmJavaT /Y =
native debug serverZ i#CE

A\ \/ 7\\ _:
N/ Y

N CTEEE

-

native debug clienth* 5 native debug

serverlcZE& <
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* Android (IDA Pro)

on PC

on Android

in IDA

on PC

15

$ adb forward tcp:23946 tcp:23946

$ adb shell am start -D -n your.package.name/xxx.yyy.ActivityName

$ for pid in "adb shell "ps | grep your.package.name" | awk '{print $2}";
do adb forward tcp:8700 jdwp:$pid; done

# setenforce O
# ./android _server

1. IDA->Debugger->Attach->Remote ArmLinux/Android debugger
2. 7Y vFLIEWITOERXZER

$ jdb -connect "com.sun.jdi.SocketAttach:hostname=localhost,port=8700"
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* Android (ndk-gdb)

$ adb forward tcp:9090 tcp:9090

on PC $ adb shell am start -D -n your.package.name/xxx.yyy.ActivityName

$ for pid in "adb shell "ps | grep your.package.name" | awk '{print $2}";
do adb forward tcp:8700 jdwp:$pid; done

, # setenforce O
on Android |, /gdbserver tcp:9090 --attach [pid] TIPS: o
IDA debugger® /X7 D
$ gdb M5 T, ndk-gdbZ%{E >
on PC (gdb)set architecture arm JCADNLETL &S
(gdb)target remote :9090
on PC

$ jdb -connect "com.sun.jdi.SocketAttach:hostname=localhost,port=8700"
(another shell)

16
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e iOS (AnfatimA)

on PC

on PC
(another shell)

# /Developer/usr/bin/debugserver 0.0.0.0:9090 {APP_PATH}

$ iproxy 9090 9090
$ lldb

(lldb) platform select remote-ios
(lldb) process connect connect://localhost:9090

H 88 . debugserver - iPhone Development Wiki (http://iphonedevwiki.net/index.php/Debugserver)
* Bt TR DA IETER
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e iOS (AJUmK)

// RBLY —)Lapp-runner
$ ./app-runner -r {APP_PATH}

on PC

$ iproxy 9090 9090

on PC $ lldb

(@nother shell)| jigp) platform select remote-ios

(lldb) process connect connect://localhost:8080

JRIE : imobiledevice’ {£ > Cdebugserverzii 5 k
IF. E5IC7 7Y %Zdebugserverh 5175 LI 5,
https://github.com/libimobiledevice/libimobiledevice

o BHTRHAALTVSEE
T




BHAFT I\ H 75 v F

o Il I EENRGT 7 MILDES

* SERR

1. 771ILOESEERE DD > b\

MO TEEATUMNSY Y LW

2. 77 hVeE

3. ES#ILlibgame.solicHh B ET S
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o fEEL
1. BEAT I\ HPTVvFIT 3
2. dlopenicbreakpoint’ B4 %
3. breakpointh’tw b U1z 5r0/X0L VXY —NS 54T ) DZFI = HER
4. libgame.so’Z > fc SdlopenBEE DretX TEITIT 5
5. libgame.solc ¢ %18 =B ICbreakpointZ H T %

"J

ATV BIEREEITEINZDT, IDAZESH. gdbDHEFIFEFIR D
U7 hZzRHEULK:
https://github.com/nevermoe/debugger_scripts D
stop_at_load {libname} % {f % [£3
]
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