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* CSRF
* Path Traversal
* Open-Redirect
- etc.

Server

2 T2

Client

* Analyzing the protocol
* Abusing/Cheating

* Bot (un-official client)
* etc.
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* CSRF
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* Open-Redirect
* etc.
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Unity3ds — AIRIK

4 Android -> Mono -

IAGE s | = #EhEnk
o dA—RZY)N—=2 05 ?
° %&E}b’“ﬁ _
4i0S > IL2CPP _
- VB IIfEE > VUURILDEL

S
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IL2CPPH/R— KT B KDICHE- T



IL2CPP#E4T (without IL2CPP)

4+ Android

native so file

/ . smali

Java smali file

+i0S

(L ossets <

, original
. res

2 AndroidManifest.xml
__| apktool.yml

B Applcon57x57.png Gl

B Applcon57x57@2x.png globalgamemanagers

B Applcon60x60@2x.png globalgame...nagers.assets

B ApplconB0x60@3x.png levelO

B Applcon72x...2x~ipad.png Managed

B Applcon72x72~ipad.png Resources

B Applcon76x...2x~ipad.png sharedassets0.assets

B Applcon76x76~ipad.png sharedassets0.assets.resS

B Applcon83.5...2x~ipad.png sharedassetsO.resource
Data > unity default resources
Info.plist

B Launchimag..68h@2x.png

B Launchimag..68h@2x.png

M Launchimag...2x~ipad.png

M Launchimag...ape~ipad.png

o Launchimag...2x~ipad.png

Assembly-Csharp.dll

ILOd—K., ¥
VINT VIS RSB

/

Assembly-CSharp.dll
—_——————— »

Mono.Security.dll

mscorlib.dil

System.Core.dll

System.dll

UnityEngine.dll

UnityEngine.Networking.dll

UnityEngine.ULdll

public void TakeDamage(int amount)

1
this.damaged = true;
this.currentHealth -= amount;
this.healthSlider.set_value((float)this.current
this.playerAudio.Play();
if (this.currentHealth <= @ && !this.isDead)

1
}

this.Death();



IL2CPP#A7 (with IL2CPP)

4+ Android

., assets Configuration
Scripting Backend

. original

, res

libil2cpp.so

. smali
|| AndroidManifest.xml
|_| apktool.yml

+i0S

Em v
B ProductName

| IL2CPP

ae

(1)

ILZCPP on Android is experimental and
2 unsupported

E¥AH
<8 17:07

LDR
STR
ADRP
NOP
LDR
STR
LDR
MOV
MADD
MOV
MOVK.
MADD
UBFM
SUB
ADD
UBFM
UBFM
SUB
CMP
MOV
MOV

%8, [SP.#arz_10]
%8, [SP,#arz_28]
%8, H#dword _103753684@PAGE

W9, [SP,#are_1C]

W9, [SP,#are_BO]

W8, [X8,#dword_103753684@PAGEOFF]
W, #1

W3, W8, W8, W9

W3, #0x24920000

W9, #0x4925

#9, K8, X9, X/R

®9, K9, #0x20, HOx3F
W10, W8, W9

Wa, W9, WI0,LSR#1

W10, W9, #2, H#OxIF
W10, W10, #0x1D, #0xIC
W9, W10, W9,LSR#2

W3, W9

W3, #0x16

W3, #0x19




C#
user scripts

UnityScript
user scripts

IL2CPP#E/N

Mono C# compiler \
IL

v

000.Cpp

Bulk_Assembly-Csharp.cpp

1

Crs Emscripten (WebGL)
—| UnityScript compiler L, il2cpp.exe 2 Xcode (i0S) —
IL C++ .
IL Assemblies Other C++ compiler
(UnityEngine.dll,
UnityEngine.ULdll,
asset store packages)

link

libiPhone.a (libil2cpp)




Metadata

Bulk_Assembly-Csharp.cpp

EnemyHealth Death ml1976714863 (EnemyHealth t3285426352
S )

s I12CgpMethodIntialized;
_I12CppMethodIntialized)

—>set isPead 11 (( )1

) ;
Car 1L~i-;_i”;:7t715tu7éf7 5y JF = —->get capsuleCollider 10();
NullCheck(L 0)[;

Collider set isTrigger ml1298573031(L 0, ( B i
Animator t69676727 * L 1 = —->get anim 7();
NullCheck(L_l); B B

Animator SetTyigger m3418492570(L 1,] stringlLiteral4136222740

) B

tDistance.m_Effe¢tColor.
m_EffectDistance|m_UseGr
aphicAlpha.effecgColor.e
ffectDistance.uspGraphic
Alpha.Assembly-CSharp.As

ordering.Interna
Trying to destrg
t that is alread
ed to pool. Mesh

i have more
ttack.0OnTriggerBnter.0OnT tizesPlaye
riggerExit.Attadk.timeBe reisthelog:
tweenAttacks.at ackDamag OverScore: DleShootableF

e.anim.pl irel_name This is not po

ssible to be called for

ount.hitPc standalone input. Please

.Death. Start51nk1ng star

Data/Managed/Metadata/global-metadata.dat




VRNIVES

OCO aword_ 101206748

OCQ aword_1012067B0 OCQ Stringliteral_Passed_argument__args__is_invalid_size_
OCQ aword_1012067B8 DCQ Stringliteral _Random_Insertior_is_semantical lv_invali
DCQ aword_1012067C0 DCQ Stringliteral_Corout ine_container_not_conf igured d
DCQ aword_1012067C8 DCQ Stringliteral_Internal_error__Trving_to_destrov_objec
OCQ aword 101206700 DCQ LocaleddGet Text ; DATA ¥REF: __const 000000010118

DCA aword 101206708 NJ 0CQ Localed$Get Text_93228 ; Localed$Get Text
DCA sub_100321208 &= ’DCA SafeHandleZero0rMinusOnelsinval id$d_ctor
DCQ sub_1003212FC DCQ SafeHandleZero0rMinusOnelsinval idddeet _Islnval id

\

DCQ sub_100321304 DCQ SafelaitHandle$d_ctor
OCQ sub_100321444 DCQ SafellaitHand|e$$Re leaseHandle
DCQ sub_10032155C DCQ CodePoint Indexerd$d_ctor

DCQ_sub _1003215CC

IDA Plugin: https://github.com/nevermoe/unity metadata_loader
Slide: https://www.nevermoe.com/wp-content/uploads/2016/11/avtokyo_jp_re.pdf


https://github.com/nevermoe/unity_metadata_loader
https://www.nevermoe.com/wp-content/uploads/2016/11/avtokyo_jp_re.pdf
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SSL Pinning3R 4k

» SSL Pinning Bypass

Client B=H Server

Normal App | Normal App Game Game
(Android) (i0S) (Unity3d) (Cocos2d-x)
SSL Pinning
SVEEENE  JustTrustMe  ssl-kill-switch X X
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+ EEDApp

JSON

« XML

Protobuf: https://developers.google.com/protocol-buffers/
Thrift: https://thrift.apache.org/

* MessagePack: http://msgpack.org
*+ T—ALlcEST

* JSON
* MessagePack

* Protobuf



https://developers.google.com/protocol-buffers/
https://thrift.apache.org/
http://msgpack.org
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4+ MessagePack
« JSON-like
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Protobuff#

4 Protobuf

/I .proto

message Person {
required string name
required int32 id = 2;
optional string email = 3;

1,

/Il .cpp
Person john;
fstream input(argv([1],
ios::in | ios::binary);
john.ParseFromIstream(&input) ;
id = john.id();
name = john.name();
email = john.email();

| -CPP import /
compile include
. £> Java | £>
py
// .java
Person john = Person.newBuilder()
.setId(1234)

.setName("John Doe")
.setEmail (" jdoe@example.com")
.build();
output = new FileOutputStream(args([0]);
john.writeTo(output);



ProtobuffZ&HT

+ proto 7 FAILHBNIEHEBZAESTES
4+ java. c#DIL%Zdecompiled NI HESAJEE

4 {} Protocol.Gacha
4 ¥t PBGacha
“i$ Base Types
“$ Derived Types

4% _gachald : Nullable<Int32>

o¥ _gachaProductList : List<PBGachaProduct>
* IL2CPPZERT 5 & 7

—>

* Protobuf Encoding (https://developers.google.com/
protocol-buffers/docs/encoding)



https://developers.google.com/protocol-buffers/docs/encoding

ProtobuffZ&HT

value

v

id

wire_type (3 bit)

Used For

Meaning
0 Varint
1 64-bit
2 Length-delimited
3 Start group
4 End group

5 32-bit

int32, int64, uint32, uint64, sint32, sint64, bool, enum
fixed64, sfixed64, double

string, bytes, embedded messages, packed repeated fields
groups (deprecated)

groups (deprecated)

fixed32, sfixed32, float



ProtobuffZ&HT

most significant bit (msb)

key I *10101100 00000010
0000010 0101100 =300
v
Varint ZigZag Encoding

Meaning Used For
0 int32, int64, uint32, uint64, sint32, sint64, bool, enum
1 64-bit fixed64, sfixed64, double
2 Length-delimited string, bytes, embedded messages, packed repeated fields
3 Start group groups (deprecated)
4 End group groups (deprecated)

5 32-bit fixed32, sfixed32, float



ProtobuffZ&HT

32 bit
A
4 \
key | value
v
id 32 bit

Meaning

Varint

64-bit
Length-delimited
Start group

End group

32-bit

Used For

int32, int64, uint32, uint64, sint32, sint64, bool, enum
fixed64, sfixed64, double

string, bytes, embedded messages, packed repeated fields
groups (deprecated)

groups (deprecated)

fixed32, sfixed32, float



ProtobuffZ&HT

id

64 bit

Meaning

Varint

64-bit

Length-delimited
Start group
End group

32-bit

64 bit
A
4 \
key | value
v

Used For

int32, int64, uint32, uint64, sint32, sint64, bool, enum
fixed64, sfixed64, double

string, bytes, embedded messages, packed repeated fields
groups (deprecated)

groups (deprecated)

fixed32, sfixed32, float



ProtobuffZ&HT

id

Meaning

Varint

64-bit
Length-delimited
Start group

End group

32-bit

length
A
\
key length string
v

Used For

int32, int64, uint32, uint64, sint32, sint64, bool, enum

fixed64, sfixed64, double

stringlbytes, embedded messages, packed repeated fields
groups (deprecated)
groups (deprecated)

fixed32, sfixed32, float



Protobuf

length
A

key length key1

value1 key?2 value2

v

embedded messages

Meaning

Used For

0 Varint

1 64-bit

2 Length-delimited
3 Start group

4 End group

5 32-bit

int32, int64, uint32, uint64, sint32, sint64, bool, enum

fixed64, sfixed64, double

string, bytes

embedded messages,|packed repeated fields

groups (deprecated)

groups (deprecated)

fixed32, sfixed32, float




ProtobuffZ&HT

+ BIEAICtry catchTY /e > TH B,




ProtobuffZ&HT

+ BIRRICtry catch Tz > T D,

phone number = person.phone.add() I
phone number.number = number —_— ".72d4;.0..72-.....

account = phone number.account.fnum = 666.777 encode .@*.....0800000.

c...&D*.....0800
000.E.......o...

protoc --decode_raw H fEdecoder
1 { 7 N - 7
1: "\343\202\217\343\201\237\343\201\227" MOLsllEnbeeded mesEaget s |
2. 1234 "01:00:string": "\u308f\u305f\u3057",
T _ " "02:01:Varint": 1234,
4: "7d;\3370\215\363?-\262\235\357\247\306\t@ "04:02:bytes": "Ox5a:Ox64:Ox3b:0xdf:0x4f:0x8d:
S | "05:03:embedded message {
1z 1 TAT NN eTarint.
2: "0800000"
3 JSONH A, %’ﬁ%
1:) 0x4426blba 1625

} L encoding 1 7R — h
5 { ﬂoat?:lFll:J. UO:U4:eILEUUEU eSS Saye

1: 1 "01:00:Varint": 1,
. "0800000" 02:01:string": "0800000

} }
’
} "02:01:32-bit": 3.140000104904175
2: 0x4048f5c3 }

()

N

}



4+ burp plugini(c

Protobuf

LTHD

[eN

Request | Response I

timestamp. EEIZ ?

Raw | Headers | Hex ProtobufPIainText]

Raw | Headers T Hex T Protobuf Plain Text ]

HTTP/1l.1 200 OK

Server: nginx/l.1ll.1

Date: Tho, 13 Oct 2016 02:39:41 GMT
Cache-Control: no-cache

via: 1.1 google

Content-Type: text/html; charaet=uTF-8
Alt-svc: clear

Connection: cloae

Content-Length: 17458

VOO0 @
VVOOVOI VOVOOrr
$1826ab02£c4£495d99d£28£9acc?O0bE. 11
$286d957c7c£240fb3afI16acaab9£fde. 16
2904cb6d97bc7£76£8£2937044d45d12a VOO
$2a6703651132404£322434d42a36££386.16
$3bc0A26£086942073a661£9£5b102052. 11
45532b2633828a7cbcalsb542a3£4309 €
$60a569balalcdaddsssagfEddddoibba. 16
$6624£96cba£3492ba2da25459a008000. 16
$766304£3£0£1498a8d439aa16784a1a3.16 1
9b63c5310a396c26£7ad7dafi2fabola €
29£32£d0c92d20a50936£a£3061d6617 €
$c900£53d31af44cda5allasd9E8£5c7.16
$£9111aa6421540d6adcbfafaclaedsiza. 11
60123b58357 OO €g® 6 *) 91
VOV0O3

2 V0008

m-t

Q'
O

DO 4P DO
DO <D<D‘¢D<>

O
O

DO

§

DO,
R

4
'tNtbAgb

*etme 199sOxvalfrd € 8
VR Vne "5@0@%&&:—( &

WBE 19:9 vvakrb € x 8

+ +PzOnE | DKvaliH B

ahgoae.- WOvagEH &
DOOUORE | 9T QuvalfHx F
xQ=\rOne 1 QT Svvalfb € B
-QuOrOne | OONDvaBEH B

A0 | xPqvalBH B

D (v Qe | QO {vallb O x B
Mﬂ@ 14/ 9Duvakirt Y x B
Uik | Qng !
O+ VsOnE ! QDuval (0PEEDI+T
-QCVRELOVD{vaEZ § VO

vaBBH H

V0 QP
Va9 ) VOOV 19z ) MY _cz V VOV

$125375d2158d4423bb612b3e5dcbia983. 16 1%%* Sc@tvnl | QrOOOvaien 8

$236b7b154£834030b7bcdadacaisfadae. 16 €

$36796bf4d0ffabafy257ba0dia2?asds. 16 ir@@@a SQWMORE | OpvkOvi
»

$36a3c£63£61d4d4b92587d8c14baSala. 16 €
$42342d5d919640a88497b41278£c6c3d. 16 4OOO»
2d5dc626a28a026201b21aladisfiic) QOOO

©ne | V1OVvaEeH B
aBEH B

PRE | _vaBBH B

s "WAE 19" VHOVaBRH A
DOnPVRE! VOLOvaREHx B

0997855095ca64d73b410d0033cbldesb. 16 J[€» O O1One 1 ¢ Dvasera

%_Qx

$ba0ce?658d43444248347cdda58228461. 16 Vl
$#cebd0185632d44c449d803893927cc7b.

One 1 rOOvallH 8

Fin ay%g:‘a’eens
#fs4;0499fz354570927a212b22c39304.16QMO © vOne!T; 3BBHZ ) €.x Pmabz * QUOPTZEV D
@ VVVO02

2 9OVV9 8
$070657d3721a4911837cc0244d44a563F. 16 QOOOO»
#215800£722714a44b670d7b317db3bag. 16 QO[O+
#35933b3a7££74 137980929 1b3708be2d. 16 eogo’ H
#372afb23ccB8643710a852a996a7602b2. 16 VOOV

19<+Onk | QaQOvakln B
VVI0-Ore | V#+OOvalin B

nE | g -5®valll B
1 QOOwOvalin B

1O
#4dd7fdTcab664bTdbTdcd 2c£0 lefatTa. 16 QEW 0& 00&@10 xOOvakin B

HEANITACAANIOAONINIA FALnOInhEALERE 1E

W ©1-9c

{

"0l:00:varint": 1
"02:0l:varint":

¢
66653657295

"06:02:embadded meazage":
"0l:00:varint": &,

"02:01l:embadded measage":

"0l:00:varing": 1

}

Yo
"100:03:embedded meazage":

"0l:00: embadded meaazage":
"Ol:00:varint"

"02:0l:varint": 147
"03:02:embaedded mea

"Ol:00:atring":
"02:0l:varint":
"03:02:64-bit":
"04:03:64-bit":
"08:04:varint":
"09:05:varint":
"12:06:bytea":

e
"03:03:embadded mesa

;

£9244376382208262336,

51843372,

{

{

6326381572
o \ 4
"1826ab02fcdf495d99df28f%accTO0OLE. 11",
1476325148319,

35.658817,

139.702231,

Ly

L,
"Ox£5:0x3"

[T

"0l:00:atxring"
"02:0l:varint"
"03:02:64-bit":
"04:03:64-bit":

"286d957cTcf240fb8afiléacaabidffde. 16",
1476266146757,

35.65809¢,

139.703461,

"08:04:varint":
"09:05:varint":

L
1

W,

"0l:00:atrin
"02:0l:varin

"04:03:64-bi

"2904cbEd9Tbc TETEE8£293Taddd5d 12a",
1476325466492,

35.66016,

139.701907,

9
t
"03:02:64-bit"
t
"

"08:04:varin

"09:05:varint"
"12:06:bytea"
"15:07:varint":

"0l:00:atring":
"02:0l:varint":
"MN2«N2e A ki,

Le

L,
"OxfS:0x3",

q

.
"03:05: embadded measage": |

"2a67e385113240dfa2243dd2a36effige. 16",
1476249282668,

as cennaT

source: https://github.com/nevermoe/protobuf-decoder



https://github.com/nevermoe/protobuf-decoder
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Q&A

Thank you!



