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Unity3D
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— Cross Platform
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- 2D —LIHF b

— Cross Platform
— Open Source
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IL2CPP#EN

(Without IL2CPP / Scripting Backend: Mono )

-lnamespace MiniJSON

 Android

. lib
<z

) ) | original
native so file |~ °"9"™

W res

., smali

Java smali file

|| apktool.yml

* I0S

[ <] Applcon57x57.png

B Applcon57x57@2x.png

B Applcon60x80@2x.png

B Applcon60x60@3x.png

B Applcon72x...2x~ipad.png
B Applcon72x72~ipad.png
B Applcon76x...2x~ipad.png
B Applcon76x76~ipad.png
B Applcon83.5...2x~ipad.png
Data >
Info.plist
Launchimag...68h@2x.png
Launchimag...68h@2x.png
Launchimag...2x~ipad.png
Launchimag...ape~ipad.png
Launchimag...2x~ipad.png

. assets |[€

Assembly-Csharp.dll

2 AndroidManifest.xml

IL3d—

YINTIVISTHE

k. &3

{

public static class Json

{

public

{

}

}

{

Gl

globalgamemanagers
globalgame...nagers.assets
levelO

Managed

Resources
sharedassets0.assets
sharedassets0.assets.resS
sharedassets0.resource
unity default resources

> Assembly-CSharp.dil
OO
Mono.Security.dll
mscorlib.dll

> System.Core.dll

> System.dll
UnityEngine.dll
UnityEngine.Networking.dll
UnityEngine.UlLdll

}

i
{

static object Deserialize(string json)

(json == null)

return null;

return Json.Parser.Parse(json):;

private

private

private

{

}

get
{

}

private

{

get
{

-] private sealed class Parser : IDisposable

const string K= "{}[1,:\"";

return Convert.ToChar (this.json.Read()):

Json.Parser .TOKEN NextToken

string nextWord;
Dictionary<string, int> strs;
int num;
this.EatWhite
if (this.json




IL2CPP#EN
(With IL2CPP / Scripting Backend: IL2CPP )

 Android
.. assets Configuration

-
. original Scripting Backend |_|_|L2CPP 4 |

W res libil2cpp.so
. smali 1y ILZCPP on Android is experimental and

2 N
|| AndroidManifest.xml \L_J' unsuppo rted
|_| apktool.yml

* I0S

LOR %8, [SP,#arz_10]
STR X3, [SP,Hars_A3]
ADRP X8, Hdword 103753684@PAGE
NOP
LDR W9, [SP,#ars_1C]
STR W9, [SP,#ars BOJ
LOR W3, [X8,H#dword_103753684@PAGEOFF]
MOV Wa, #1
MADD W, W3, We, W9
MOV W9, #0x24920000
— > MOVK W9, #0x4925
MADD X9, X8, X9, XZR
UBFM X9, X9, H0x20, #0x3F
igg ﬁé”’wﬁs’w‘?ﬁ LSRi1
UBFM W0, W9, #2. #OxIF

gBEM W10, wglo, goxég&zuoxm
U W9, W10, W9,L

- v | XRA CMP We. Wo

B ProductName 4H 17:07 MOV W3, #0x16

MOV W3, #0x19




C#
user scripts

UnityScript
user scripts

IL2CPP#Z N
Giih)

Mono C# compiler \
IL

4

00o0.Cpp

Bulk_Assembly-Csharp.cpp

1

Cit Emscripten (WebGL)
—| UnityScript compiler L) il2cpp.exe — Xcode (iOS)
IL C++ .
IL Assemblies Other C++ compiler
(UnityEngine.dll,
UnityEngine.ULdll,
asset store packages)

link

libiPhone.a (libil2cpp)




IL2CPP#E/N
(libil2cpp D 1% )

« libil2cpp (libiPhone.a%s)

— Support VM
— Garbage Collection
— Metadata Loader



IL2CPP#EN

void EnemyAttack(...)

IL_0045:
{

P

(Metadata)

igtance.m_EffectColor.
fectDistance.m_UseGr
cAlpha.effectColor.e
tDistance.useGraphic

a.Assembly-CSharp.As
~CSharp.dlLl.[EnemyA
OnTriggerEnter.On

riggerExit.Attack.timeBe
tweenAttacks.attackDamag
e.anim.playerHealth.play
erInRange.EnemyHealth.am
ount.hitPoint.TakeDamage
.Death.StartSinking.star

ed to pool.MeskK
have more than

reisthelog?DeadSpawnGame
OverScore: DieShootableF
irel_name This is not po
ssible to be called for
standalone input. Please

Data/Managed/Metadata/global-metadata.dat

, /*hidden argumentx/NULL);



IL2CPP#B/
(BBt F5)

« BITFE
— libiPhone.aZ 31T
« MTDOWNTD
« LD HsymbolD &
— libil2cpp D sourcez 737

« Windows Store App%Z )L K g #uidsourceh’ DL T
<3




IL2CPP#BN
(Metadatad—7« > %)
« Global-metadata.datz X £ [C
XED CEICBERICERT S

TEPAIA P

tﬂl“

//MetadataCache.cpp
void MetadataCache::Initialize()

{

s _GlobalMetadata = vm::MetadatalLoader::LoadMetadataFile ("global-metadata.dat");
s _GlobalMetadataHeader = (const Il2CppGlobalMetadataHeader*)s GlobalMetadata;
assert (s _GlobalMetadataHeader->sanity == ©xFAB11BAF);

assert (s _GlobalMetadataHeader->version == 21);



IL2CPPHEN:
(StringLiterald—7« > %)

//MetadataCache.cpp //112CppMetadataUsage.cpp

void MetadataCache::InitializeMethodMetadata (uint32_t extern void®™* const g MetagdataUsages[7877] =
index) {

{

ontraction t1673853792 © © 0 var,

oid**)&Level2Map 13322505726 © © @ var,

{ (void**)&String t © © © var,
______ (void**)&TypedReference t1025199857 © @ © var,
switch (usage) (void**)&ArgIterator t2628088752 @ 0 0 var,
{ (void**)&void t1841601450 © © © var,
case kll2Cpp ataUsageStringLiteral:
*s 112 etadataRegistration-
>metadataUsages|destinationindex] =
GetStringLiteralFromindex (decodedindex); (void**)& stringlLiteral2004437333,
break; (void**)& stringliteral3025533088,
default: (void**)& stringlLiteral3687436746,
(void**)& stringlLiteral2779811765,
} } (void**)& stringlLiteral273729679,

}s



IL2CPP#EN
(MethodInfoO—F« > %)

void SetupMethodsLocked (lI2CppClass *klass, const FastAutoLock& lock)
{

for (MethodIndex index = start; index < end; ++index) {
newMethod->name = MetadataCache::GetStringFromindex (methodDefinition->namelndex);

newMethod->methodPointer = MetadataCache::GetMethodPointerFromindex (methodDefinition->methodindex);

}
e extern const Il2CppMethodPointer g_ilethodPointers[16812] =
} {
Locale_GetText_n
ext_m2553164138,
afeHandleZeroOrMinusOneIsInvalid__ctor_m3340306667,
// MetadataCache.cpp SafeHandlezZeroOrMinusOneIsInvalid get IsInvalid m2033528032,
lI2CppMethodPointer SafeWaitHandle_ ctor_m1710231470,
?n“,?;?lggé?r?da:;‘?ndgigMethOdPOI nterFro SafeWaitHandle ReleaseHandle m634725016,

VvignetteAndChromaticAberration__ctor_m3270745889,

VolumeHandler_Start_m3226079559,

odeRegistration-
>'methOdPOinterS index]; VolumeHandler SetVolume m3613034220,

} VolumeHandler OnDestroy m1170460248,

VolumeHandler__ctor_m818831955,

}s



IDA Plugin
(Mapping to IDA)

//I12CppMetadataUsage.cpp
extern void** const g MetadataUsages[7877] =
{

u (void**)&Contraction_t1673853792_0©_©_0_var,
I (void**)&Level2Map_t3322505726_0©_©_0_var,

(void**)&TypedReference_t1025199857_©_©_©_var,

- t:l UCW aword_10TU36UB0 (void**)&ArgIterator_t2628088752_0_0_0_var,
t: S DCQ QWOFd_1U1D3GDBS (void**)&Vvoid_t1841601450_©_0©_©_var,
t: DCQ aword_1010360C0O
t: DCQ aword_1010360C8
t: DCQ aword_101D36DD0
t: . DCQ qWOf'd_]U]DgGDDS void** stringlLiteral2004437333,
+ Strlng DCQ qWOFd_]U]DSGDEU Evoi:**;z_szrinZLi:era13025533088
+ DCQ qWOFCL]U]DSGDES (void**)&istr‘in Liter‘313687436746)
t: DCQ aword_101D360F0 e eRr e,
t: DCQ aword_101D36DF8 (vord™f strngtiters ’
t: DCQ qWOFCL]U]DSBEUU (void**)& stringlLiteral273729679,
t: . DCQ aword_101D36E0S s
t: of f_101A73F60 | DCQ =sub_1007AB700 : extern const Il2CppMethodPointer g MethodPointers[16812] =

—~

i 01
t:0000000101473F70
- 0000000101

DCQ sub_10074B708 (
DCQ sub_10074B784

DCA sub_10074BS14 Locale GetText m1954433032,
DCQ sub_10074B354
DCQ sub_10074B3CC

Locale GetText m2553164138,

{; DCQ sub_10074B928 SafeHandleZeroOrMinusOneIsInvalid ctor_m3340306667,
Ii 888 EEE:}gggﬁggig SafeHandleZeroOrMinusOneIsInvalid get IsInvalid m2033528032,
t: DCQ sub_1007ABCCA SafewWaitHandle ctor_m1710231470,
t: DCQ sub_10074BD28 ;
te DCQ =ub._1007ABDES SafeWaitHandle_ReleaseHandle_m634725016,
t: v DCQ sub_10074BD70
nst :

999 SUP—]QQZ%?QQ? VvignetteAndChromaticAberration__ctor_m3270745889,
VolumeHandler_Start_m3226079559,
VolumeHandler SetVolume m3613034220,
VolumeHandler OnDestroy ml1170460248,

VolumeHandler__ctor_m818831955,

}s



IDA plugin
(Demo)

1. PluginfE lB73°%
2. Cheating Demo
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Unity Version 5.3.6{_t
— Metadata version 21 & 111X 0K

10S, Android - 98O0 — R
fbdDplatform :  FEO—RK
AndroidDbinary TIXIDADY S £ < BEAEL. xrefz
AU T NBWEENZ W (0SO/N1F+UT
K5I IH)
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Cheating & Anti-cheatinglddynamic

IL2CPP/Z | F [C5E % Anti-cheating ld L\ [F 72
L)

XK © metadata®D DX FI = Er{b 9 5

Source Code: https://github.com/
nevermoe/unity metadata loader



https://github.com/nevermoe/unity_metadata_loader
https://github.com/nevermoe/unity_metadata_loader

Thank you!



